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Abstract Template
Title: National culture as a factor for cybercriminal offender profiling
Keywords: cybercrime, offender profiling, national culture, ethics, moral universalism, moral relativism
I. Abstract Body (up to 250 words)
Merriam-Webster dictionary defines culture as “the customary beliefs, social forms, and material traits of a racial, religious, or social group” but what, if anything, can be discerned that may help cybercrime investigators with offender profiling and crime attribution? Globalization and cultural diversity results in tension between universal ethics and local values and norms, which may influence not only the psychology of cybercriminals but also cybercrime investigators and threat intelligence analysts who may need to re-think how they interpret forensic information.  Professor Geert Hofstede conducted one of the most comprehensive studies of how values in the workplace are influenced by culture and defines culture as “the collective programming of the mind distinguishing the members of one group or category of people from others”. This session explores the six dimensions of Hofstede’s national culture and its potential value when correlated with attack source data. 
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