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Abstract
The Transport Layer Security (TLS) and its predecessor Secure Sockets Layer (SSL) which in now deprecated by the Internet Engineering Task Force are cryptographic protocols that provide communications security over a computer network. Variations of these protocols are used to secure different types of applications such as, email, web browsing, and communication between websites and servers. Currently, TLS is considered the most secure method for protecting web applications. However, there were several cases where hackers managed to penetrate these “secure” applications. The main vulnerabilities lie to the TLS itself, as well as to the Certificate Authorities (CAs). Edward Snowden in 2013 has revealed the existence of programs used by the United States National Security Agency, such as the Bullrun software that cracks encryption of online communication, as well as the Edgehill a software similar to Bullrun created by the British Government Communications Headquarters. Certificate Authorities have also been hacked in the past which means TLS and CAs are still vulnerable. 
This paper presents a novel method of securing a communication over a computer network without the use of TLS and CAs, called Next Generation Secure Communication (NGSC). The advantages of NGSL is that it provides a secure connection without the need for SSL certificates from CAs. It provides defense for all Man-In-Middle (MITM) attacks and pass the possibility of cloning websites. All communication uses advanced encryption algorithms, multi-factor authentication techniques and our unique Human-Browser Tracking process. The NGSC can be used by itself or with TLS for enhanced security. Initial penetration testing have shown that NGSC provides a highly secure communication.
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