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Internet-of-Things (IoT) devices lead to data generated and transmitted all over different networks. New privacy and security issues are appearing. Databases hosted by servers are targeted by malicious behavior. On the top of that, not correctly secured IoT devices, make users’ phones or devices an easy target for malicious behavior. This leads to bigger data and privacy breaches as collected data may include sensitive information and personal data.  

Applications/software collect personal data, even without asking the consent of their owner, through several smart products such as drones (collecting information: location, daily paths, photos, habits), smart locks and IP cameras (collecting information: personal addresses, location of people in a given time etc.), smart meters (collecting information: presence of people/number of people in a house/office etc.) or even smart cars (collecting information : personal accounts of the user, his location etc.) and many others.

Data stored on these IoT devices can be extracted by a malicious actor. To do that, he first needs to reverse engineer the corresponding software application and remove any (or part of the) protection set. Most of the smart products come along with a mobile application and this may be seen as the weakest part of the ecosystem as, if not securely developed, it can grant remote access to attackers.
In this talk, we introduce the concept of privacy in IoT and we discuss about several selected IoT applications, the IoT architecture, as well as the growing interest for users’ data. The main threats inherent to the architecture of IoT will then be presented and we discuss the exploitation of these threats to break users’ privacy in concrete scenarios. With the wave of GDPR in Europe, we will do a brief sum-up of initiatives on regulation as a frame for the management and the protection of our personal data.
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