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The cyber threat landscape points to a significant increase of the frequency, intensity, duration and sophistication of cyberattacks. One of the new and concerning trends is the use of cyber capabilities in relation with military of hybrid operations the so-called cyber dimension of hybrid warfare.
Nation-states and non-state actors currently are testing the boundaries of the “cyber battlefield,” and the number of the visible and invisible cyber activities and the level of their sophistication have been increasing.
There are several trends in Russia´s cyber activities in hybrid warfare, which we have already seen and experienced. The challenge of Russia´s cyber activities is – as well as in the whole digital environment – not a static situation, but a developing process. But we must try to anticipate how the cyber threats will evolve in hybrid warfare. If we are just concentrating on those cyber methods - what have been used or what we have seen already - then we’re always one step behind. We have to be more proactive, to think about what are the next steps in this influence. In my presentation I concentrate on three areas in cyber-enabled hybrid warfare that we need pay particular attention in the coming years.
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