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Outline
@ Photon-number splitting attack (PNS) in quantum
communication (QC)

@ Subcarrier wave gquantum communication (SCWQC)
@ The problem: protecting SCW against PNS:

e Quasi-single-photon source (classic approach)

e Strong reference

* Decoy states

* Photon-number-resolving detectors
@ Conclusion
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Secure quantum communication and PNS attack

Quantum communication (QC) systems grant information security in
optical communication based on the fundamentals of quantum physics.

Every interference (attack) in the quantum channel induces disturbance
in it and can be revealed by monitoring error rate (QBER)...
...if @ “true” single photon source is used

Beamsplitting: a unique attack that does not increase QBER!

Time bins O a O

Attenuated laser source: Multiphoton states are split by Eve
Mean photon number (u) ~ 1
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Subcarrier wave quantum communication

@ Quantum channel is formed at sidebands of an optical carrier as a
result of phase modulation. Each pair of subcarriers operates as an

independent quantum channel.
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Key advantages: |

@ Interferometric stability not affected by distance
. e . 0-Q o o+
@ Compliance with existing telecommunication
lines
@ Spectral efficiency up to 40% compared to 4% for
modern QKD systems
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Problem: choosing the best counter-PNS strategy

& Possible ways of countering PNS attack:
e Classic approach
e Strong reference
* Decoy states
* Photon-number-resolving detectors

@ Currently no analysis has been conducted for countering PNS
in SCW architecture:

 What are the hardware requirements?

* Which is optimal in terms of key generation rate and
hardware requirements?
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Experimental parameters used in calculations

@ Phase change (state encoding) frequency: 100 MHz
@ Signal visibility: V =98,5%

Fiber losses (Corning SMF28-ULL): o. = 0.17 dB/km
Losses in receiver (Bob) module: 3 =6.4 dB
Detector quantum efficiency: n = 20%

Detector dark count rate: f_, =10 Hz; p =1, /F

L — fiber length (km)

Laser power in transmitter (Alice): 10 mW

Mean photon number () varies with the protocol
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Secure key generation rate limit [1]

@ Secure key rate limit for a coherent state source is given by:

Reee = Ry -(A-(1-h(Q/A))-N(Q))

Where F is the sifted key rate, Q — QBER, A —single photon
fraction, h(x) — Shannon binary entropy function

@ Single-photon fraction of the key A, which is not known to Eve,
is calculated using Poissonian statistics of the attenuated laser:

- (1+ - m
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l. Classic approach: low mean photon number
& BB84 protocol requirements: QBER < 11%, u~ 0.1

10*

Classic (p=0.1)
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Lower sifted key rate, but only A~5% of key information must be

removed due to PNS attack (quasi-single photon source)
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Il. BB84 protocol with strong reference [1]

@ Secure against photon-number splitting (PNS) attack, if two
conditions are met:

e Astrong reference is included in the transmission of the
guantum channel, and mixed with it

* The reference is always monitored by Bob

* In this case, Eave’s information about multiphoton states
does not depend on channel loss and can be removed:

1—(1+ ,u)e_”
1-e™*
@ These conditions are naturally satisfied in the SCW approach

I|.=1-A=

1. O. Guerreau, F. J. Malassenet, S. W. McLaughlin, J.-M. Merolla // Photon. Tech. Lett. 17(8), 1755 (2005)
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Strong reference in SCW: protocol requirements
& Source parameters for realistic SR protocol (~¥100% reference
detection in 0 - 40 dB channel):

a) Classical detector threshold ~ 10 nW => min W,;..~ 100 pW
Wgant ~ 10 pW => required high filter extinction: 50-90 dB!

b) Single-photon detector for n photons:
CDE =1-(1—7)"

Wyice ~ 10 pW or “weak reference”

0.6

@ Optimal pu =1 (see figure) P(u)

P (1) = uexp(—u)
& Decreased QBER limit:

QBER,, =QBER/A =6.4%
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Strong reference protocol results: key rate

107
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Strong reference protocol results: QBER
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BB84 protocol with strong reference operates with a key fraction defined by A,
effectively increasing the QBER by its inverse value
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Realistic decoy states in SCW QC

We must ensure that the eavesdropper cannot identify the decoys
by monitoring the fluctuations of intensity of light at the carrier!

l,=A%-J2(m) =g, -I2(M) = ., A i) exp (it ) = f-H,(e)
Hes ) - EXP(— s

Iﬂ:AZ-Jf(m):,uL-Jf(m):,uQ, ° ° 1-H (det)
U, Mg, M.— average photon number per pulse: Optimal pq value (signal) according to decoy
initial (L), quantum channel (Q) at the carrier (C) states theory

QR="% - 0,05 —

Hos Att =10log,, al
AW,
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Realistic decoy and carrier powers Attenuation coefficient at transmitter side
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Decoy states in SCW: results

| L HATTH PIVII—> e

Proposed experimental setup of the SCW QC source with carrier
intensity regulated by a programmed amplitude modulator

Calculation results:

Mo = 0.831 p, =21.68 Att,=-75.6dB
hog = 0.041 i, =20.08 Atty=-75.9 dB
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Decoy state: secure key rate limit
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Photon-number-resolving detectors: approach

When Eave attacks using beamsplitting, she modifies (red) the initial

(blue) Poissonian statistics of photon numbers per pulse, i.e.:
N =106, u=0.3

( P,(x,0), for n=0 1.E+06

PE (;u’ n) =3 PA(,U;]-) + PA(,U, 2), for n=1 1.E+05 -
| P.(e,n+1), for nx=2 1.E404 -
it can be used for revealing the PNS LE+O3 -
attack with a given probability LE+02 -
for each N and n: 1.E+01 - t
1.E+00 - . , , | |
0 1 2 3 4 5

e (Z Pg() + \/PE(m)z

N, counts

Pg(n) — Pg(n) n, photons

Efficient detector that can resolve photon numbers [1] is required

1.Z. Zhou, S. Jahanmirinejad, F. Mattioli et al. “Superconducting series nanowire detector
counting up to twelve photons,” Optics Express 22, p. 3475 (2014).
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Change in pulse detection statistics with n = 3 in the presence of PNS

attack. The crossing point (marked by a dot) defines the minimal N
required to reveal the attack. Channel loss 20dB, u=1, z = 5.
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Photon-number-resolving detector: results
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Raw key fraction known to Eve versus total number of pulses.
Channel loss 20 dB, p = 1. Higher n,, decreases Eve’s information
but leads to an increase of the minimal necessary N
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Results: calculated secure key rate limits
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Results & conclusion

Advantage Disadvantage

No hardware Low bitrate
requirements

Classic (low p)

Highest key rate limit; Higher requirements
Strong reference  Tolerant to parameter to filtering and QBER
fluctuations
Simpler hardware than Highly dependent on
Decoy states P shly Gep
strong reference detector parameters
Photon-number- No protocol or setup Absence of commercial
resolving (PNR) modification PNR detectors

Strong reference remains the best candidate for countering PNS




ITMO UNIVERSITY

Thank you for you attention!

viegorov@gcphotonics.com

Berlin, 2016



