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Abstract (300 word limit)
Democratization of data by making it available to non-data specialists – such as marketers, sales, and supply chain professionals – helps teams obtain value-adding insight and deliver better business outcomes. The issue arises when a user has a potential intent to de-anonymize such data and identify sensitive, even PII data with high certainty. By implementing intent-driven governance modern data solutions can allow all stakeholders to enjoy the democratization and Assetization of data. An AI/ML-based intent-driven governance solution can scale to billions of events, it can ‘recognize’ new, unseen patterns, and it can make correct judgments reliably and repeatedly. 
An AI-based intent-driven governance solution can scale to billions of events, it can ‘recognize’ new, unseen patterns, and it can make correct judgments reliably and repeatedly. At it’s core such a model can provide three levels of filter to the query outputs:
· For ‘benign intent’ the result or insights are cleared for being returned to the user
· Where there is room for doubt, as defined by the model threshold values, certain query data attribute values be masked or shifted by enough synthetic noise to defeat de-anonymization attempts. Apple has taken this approach forward to a great extent with Differential Privacy  
· For queries that are flagged as positive or ‘malicious intent’ the response is blocked, and data stewards are alerted for review and action. The results are further incorporated into the active learning of the intent governance models.
Other than PII, fraud detection and prevention is another area of intent-based data security and governance. AI-ML-based approaches show better precision and recall while learning intent from attack vectors, going further than the protection of 2-factor authentication. It is not only about access, but patterns and intent – with intelligent verifications and alerts factored in based on volume, value, location, product, and many other transactional factors.

Image
	PII
	Quasi-Identifiers
	Sensitive
	Public

	SSN
	Driver’s License
	Gender
	Age
	Ethnicity
	Annual Income
	Disease
	Country

	900-00-8148
	A1000001
	F
	32
	Caucasian
	133,000
	Leukemia
	USA


Exhibit 1: A slice of varying data privacy elements in a record 
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