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ABSRACT
Health is wealth and the wealth of any nation depends on the health status of her citizens which is also a function to the development of the nation. This could be achieved by the use of health applications deployed on mobile devices. This research objective are to design models for a secured health system (SHS) using advanced encryption standard (AES) algorithm, implement the models designed and carry out the usability evaluation of the system. RSA and AES encryption algorithm were compared based on their cipher length, key length, decryption and encryption time and the result shows that AES gives a better result. The usability evaluation of the system was carried out by giving questionnaire to mobile users and responds after user’s interaction with the system is analysed using statistical package for social sciences (SPSS) and the outcome shows that the system is more than 70% reliable which is quite encouraging.
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1. Introduction
The growing need for the remote caring of patients at home combined with the ever-increasing popularity of mobile devices due to their ubiquitous nature has resulted in many health applications being developed to assist mobile users in the area of their health challenges. [4, 7]
Mobile health applications (mHealth apps) are software programs that offer health associated facilities for mobile phones and tablets. The use of mobile health applications has exploded with the introduction of the Smartphone, including Google’s Android platform and Apple’s iPhone to improve health challenges. [1, 9, 10] 
The goal of this paper is to develop a secured mobile health application where mobile users can chat with themselves in a group to discuss their health challenges. Moreover, Nigeria being a developing country is concerned about the health status of every individual in order to increase the economic growth of the nation by encouraging the development of mobile health application. 


2. Review of Literatures
E-health-based system to eliminate clumsy and tedious treatment procedures associated with manual treatment processes that is prevalent at care centres in the developing countries was developed with the  objectives to provide a formal framework for the design of some of the subsystems in an e-Health system; provide a robust architecture which ensures that best clinical practices are followed in a health care centres in the administration of patient care;  provide a support system that distributes patient medical information amongst medical practitioners in a health care environment via mobile devices; and  implement a prototype of some of the functionality in an e-Health system in order to empirically validate the usability of the operations support system in the application domain. Object constraint language (OCL) and unified modeling language (UML) were used to specify, analyze and design some of the functionality of the system in order to ensure the quality and the usability of the final product. Wireless markup language (WML), Java server pages (JSP) and Java servlets were used for the development of the application. Update in patient records are committed to the database by passing the application programming interface (API) to an extensible markup language (XML) document representing the changed data and the result shows that 92% of the medical professionals who evaluated the application would like to see it deployed for use in medical centres in order to enhance health care delivery. [8] 

A mobile personal health care system for patients with diabetes was developed with the objective to use mobile devices to facilitate the management of chronic disease (diabetes). The system utilizes wearable sensors and 3G cellular phone to automatically collect physical signs, such as blood glucose level, blood pressure and exercise data like heart rate, breathing rate and skin temperature. It allows users, especially those with diabetes to conveniently record daily test results and track long term health condition changes regardless of their locations. It does so without having to ask users to manually input them into the system. The system also utilizes Google sheet to manage personal health records (PHRs), which not only bridges the gaps between patients and different health care providers but enabling accesses to patients’ PHRs anywhere and anytime by taking advantage of the universal accessibility of Google sheet. The system further integrates with global positioning system (GPS), Google Search and Google Map functionalities to facilitate the user to find all hospitals near to their current location including address, phone number, directions to the selected hospital and street view of the selected hospital. In the case study, we use Bio Harness™ BT to monitor physiological signs during the exercise and use Nexus one smart phone with Android platform to collect live streaming data packages from the BT monitor. The whole system runs more than 2 hours collecting heart rate, breathing rate and skin temperature from Bio Harness™ BT monitor. The result shows from the experiment, that the system is robust. [5]

Mobile disaster management system using the android technology was developed and implemented to provide an enabling system for efficient provision of rescue and relief activity to disaster affected areas in Philippine using Google android operating system. The researchers used travelling salesman problem (TSP) and genetic algorithm to locate people that are in need using MyDisasterDroid application. The result shows that optimum route along the given geographical locations was determined. [6] 

A security framework for mobile health applications with the objective to design security framework for mobile applications in healthcare was developed. The researchers designed a security framework to protect patients’ data in mobile health application and AES in CBC mode along with PKCS7 for proper padding was adopted. The result shows that an expected level of user functionality is maintained and security of personal health information is ensured. [3]

Mobile devices used for medical applications: Insights won from a usability study with diabetes patients was developed with a view to understand the influence of aging, technical expertise and domain knowledge on task performance of a living assistant for diabetes patients and to gain knowledge of determining factors on navigational performance in small screen touch enabled devices as well as in ambient assisted living environments. System for monitoring patients with diabetes was developed and implemented on a personal computer (PC) that was displayed on a small screen device as well as on a very large display.  In the study, the navigation behavior of younger and older diabetic patients as well as healthy users was assessed. The result revealed that age and display-size have a big impact on the device interaction. [2] 

3. System Architecture
  Figure 1 is the architecture of the overall logical view of secured health inclusion system. The architecture 
  is a 3-tiered client-server which consists of the presentation layer, middle layer and database repository
  /backend. The database is separated from the client through the middle layer. The client interface /
  presentation layer consists of authentication, privacy and view and post support services. The middle layer is 
  a composition of data access and update, user and expert, wireless application protocol and web server
  and security module. The data layer or backend is the secure health inclusion system database. 
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Figure 1: System Architecture of Secured Mobile Health Application
a. The Presentation Layer
The presentation layer has as its components, the authentication support service (ASS), identity support service (ISS) (identity of the user could be anonymous or private) and the View and Post Service (VPSS). These support services do not store or process any form of data. They only provide an interface for the middle layer and the data layer. There is no custom application code on the client devices and there is no need to consider storing data or files on the mobile devices due to resource constraints associated with hand-held devices. Currently, server side-processing solutions offer the best alternative in most dynamic situations because they carter for the limited memory and processing power of many mobile devices (Mark, 2002). The core of the design architecture is JSP and Servlets which are called by the web server to process incoming request from the client’s micro browser. The server retrieves tracts of discussion via an API and returns expert advice in the form of XML document. It is important that any mobile access to the SHIS application be strictly controlled and regulated. The architecture is secure and uses some form of role-based access control and database-enabled authorization that integrate user’s identity and role to gain access to the system. The architecture’s security is further enhanced by features such as advanced encryption standard (AES) algorithm and the wireless application protocols. As the user gains access to the desired service, the system displays appropriate pages that allow the user to interact with the system to accomplish his desired task.
b. Middle Layer
The web server (Google firebase) holds all the application code and it is organized in three-tier architecture. The presentation tier communicates with business and data access tier of the application and database tier and writes back to it during an update. The middle-tier contains most of the application logic and translates clients’ requests into database queries and other actions and also translates query results to client devices. The applications supported by this middle-tier are data access and update support service (DAUSS) and user and expert support service (UESS). The translation module  translate user’s chat messages from English to Yoruba and vice versa using direct rule-based translation technique and the advanced encryption standard provide the services of securing the system from unauthorized user. The application user’s interface allows users to access the required database. All users are authenticated before they can access any of the modules in the system. Once a user has been authenticated, the user’s query is passed to the database server for execution. A user can only access the support services only when authorized. The client application interfaces to the application layer using TCP / IP and the WAP. The database server provides data services and data base management system function. The open database connectivity (ODBC) is used to support data logic resulting from database queries. The application enables authorized expert access to the database from the point-of- care within the system. Since the software is being developed to use WAP, micro browsers are used as the interface; the information from the database is presented in acceptable form to the browser by the use of wireless markup language (WML). WAP and WML technologies are used to solve problems of platform independence and portability. If the mobile device becomes disconnected which we do not envisage because of the intensity of the wireless coverage provided, the client will be able to obtain up-to-date information when connection is established.
c. Data Layer/Backend
The data layer is responsible for the storage, retrieval, maintenance and integrity of the data manipulation within the system. A set of Mongo dB stored procedures and Java-based APIs could be developed and implemented. Stored procedures are complex queries stored in a compiled form in the database, which can be executed by the database management system (DBMS) on the server side to improve the maintenance and performance of client-server applications. The use of the stored procedures facilitate the deployment of zero layered (‘processing-free’) clients, reduce network load and processing overhead, and increase independence between database and client software as the database may be modified, to some extent, without the need to change and recompile client application. Stored procedures in mongo dB server could be provided to retrieve large users’ data and enhance the report functionality of the health care based system. Java Server Pages / Servlets are used to execute queries on the database via the Java database connectivity (JDBC) APIs to generate an extensible markup language (XML) document containing query results and also used to present results to the mobile clients. The choice of Java language is due to high portability across multiple platforms. 

4. Security of the System
Two encryption algorithms (Advanced encryption standard and Rivest-Shamir-Adleman) were selected from the family of symmetric and asymmetric family. The symmetric algorithm (Advanced encryption standard) uses only one key by both the recipient and sender of messages while asymmetric algorithm uses both private and public keys. The two algorithms were compared in terms of encryption time, decryption time, key length and cipher length in order to use the more suitable for the development of the new application. The comparison is shown in table 1 and 2 and the summary of the comparison is shown in table 3. 

4.1 Comparative Analysis of Advance Encryption Standard and Rivest-Shamir-Adleman 
Advanced encryption standard and Rivest-Shamir-Adleman algorithm were used on some data and compared in terms of the cipher length, key length, and encryption / decryption time in order to implement the technique that is suitable for this system. 
4.2 Result of the Advanced Encryption Standard (AES)
The output of advanced encryption standard on some data is shown in Table 1
Table 1: Result of AES  
Plain Text	     	 Cipher-Text			      	     Cipher 	   Key  	            Enc	   Dec
																			     			      Length	    Length	Time      Time

I have Malaria	    	 nvTCcMDzZCHe+dUmThGRLg==	 	25	      25		1ms	    1ms
I have hypertension	L50ACVGT6F0GDG8GWKKHC		 45	      25		1ms	    1ms
			wymwqZakXH5M1R7Jxb2ehM=	
I have headache	LcYdC03M5lUCpMDUAX9Hhw==		 25	      25		1ms	    2ms
How are you		4BhkYZG6fM+zkeExcx6krQ==		 25	      25		10ms	    2ms
My doctor said I 	YfBUO3opWr7faPNMcY3782Ee72ER7	 65	      25		1ms	    1ms
should go for		mzzg8Nmjwp7eGa6NBbtv4XuXIqaoMx
medical test		fx/NH==	
		
4.3. Result of Rivest-Shamir-Adleman algorithm (RSA) 
The output from Rivest-Shamir-Adleman Algorithm on some data is shown in Table 2
Table 2: Result of RSA
Plain Text	         	 Cipher-Text			  	  Cipher	 Key  	   	Enc	   Dec
								  Length	Length	Time	   Time
I have Malaria		326275648852278162567416607	      100	      1		613ms	   230ms
124703354159485049565281901
953854679180889986025596242
6748836052139534369
I have hypertension	4336947267973366877264937023	      136	      1		50ms	  379ms
1159706441994138475532913878
2545541503986827868043004781
3660025211735869404662318700
499165093443201204077368==
I have headache	5473997036334822809942207475	      107	      1		717ms 	  397ms
4618951755126969672171849497
1049616097077621864071574571
77810562585536856404125
How are you		67150887035330545504612207963	      78	           	       1	  	380ms   332ms
08095128316908357852478260396
00234933243415680333==
My doctor said I 	377977509990958635221641640131      308	       1		 1637ms  292ms
should go for		672175717819902295876590693923
medical test		149726717494249833488050806745
781777670860033802663726503285
900582461922312275948890463973
622228175193279033975501498480
226656658911594080434066170041
551735958103551310114922225691
901496394144897206492020556636
713024004517962813693806201972
948768951==
4.4 Table 3: Summary of the comparative analysis of AES and RSA encryption techniques
	
	AES
	RSA

	Cipher Length
	Less
	More

	Key Length
	Less
	More

	Encryption time
	Less
	More

	Decryption Time
	Less
	More











The cipher length, key length, encryption time and decryption time for AES is lesser than that of RSA which is very good for real time application as shown in Table 3
       
       Figure 2: Comparison of AES and RSA in terms of Cipher length
       
       Figure3: Comparison of AES and RSA in terms of Encryption Time

Figure 4: Comparison of AES and RSA in terms of Decryption Time
.
5. System implementation
The implementation of the new system is achieved by using android studio for IDE, Java programming language for mobile application development, XML for the design of GUI and Mongo DB which is a “nosql” database server for data parsing. 
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Figure 5: Chatting page for the new system
5.1 Usability Evaluation of the System
The international standard organization (ISO) metrics is used for the evaluation of the performance of the new system considering attributes like; the completion time, easy to learn, effective support, error recovery, comfortability, visual display and acceptance. 
DATA ANALYSIS 
Table 4: Descriptive Statistical Analysis of Questionnaire Data
	
	Mean
	Std. Deviation
	Variance
	Decision Rule

	Completion Time
	3.14
	.752
	.566
	Significant

	Easy to learn
	3.16
	.735
	.540
	Significant

	Effective Support
	3.16
	.884
	.782
	Significant

	Error Recovery
	3.14
	.752
	.566
	Significant

	Comfort ability
	3.16
	.735
	.540
	Significant

	Satisfaction
	3.14
	.921
	.849
	Significant

	Visual Display
	3.14
	.779
	.606
	Significant

	Acceptance
	3.14
	.954
	.909
	Significant

	Average Mean
	3.14
	
	
	


Eight (8) attributes were used to evaluate the system performance in which statistical package for social sciences (SPSS) is used to determine the mean rating, standard deviation, variance values and the average mean rating was taken by calculating the average value of the mean values for all the attributes . The average value is compared with each of the attribute mean value to determine the attribute’s significance. The decision rule is significant if the mean value of each attribute is equal or greater than the average mean as shown in Table 4. 
Table 5 shows the reliability test of the application in which the Cronbach’s Alpha value is more than 70%  
which is above 70% recommended by research gate.net. Cronbach’s Alpha coefficient theoretical maximum
is usually defined as 1.0. The reliability statistics and the Cronbach’s alpha value are shown in Table 5 and Table 6 respectively. In addition, figure 6 shows the graphical representation of the usability rating of the new system.
 Table 5: Case Processing Summary        		      Table 6: Reliability Statistics
	 
	N
	%

	Cases
	
Valid
	100
	100.0

	 
	Excluded(a)
	0
	.0

	
	Total
	100
	100.0


	Cronbach's Alpha
	No of Items

	.712
	8



				
			

Figure 6: Graphical representation of the Usability Attribute Rating
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