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Title: Security and Privacy of Interner of Things (IoT)

Author (s)  Name: Ehsan A-Dehkordi, Dr Carlene Campbel, Dr Kapilan Radhakrishnan, Prof Stephen John Rees, Dr Idris Ahmed
University of Wales Trinity Saint David, School of Applied Computing, Mount Pleasant, SA1 6ED, Swansea
This research focuses on how the confidentiality, integrity and availability of data gathered by IoT devices/objects can be guaranteed, as well as how keeping certain things (data gathered or produced by IoT devices) secret regarding privacy protection. Part of this research will focus on a through understanding of IoT infrastructure and its properties including the IoT layers and specifically its network layer as it is the most suceptible layer in terms of security and privacy. The fundamental research will identify the current tools and methods used for security and privacy within the internet with their advantages and disadvantages. The related works that could have helped the research will be reviewed with the discusion of security and privacy issues within IoT infrastructure. Understanding of cryptography and its applications to have a guaranteed secure communication which prevents third parties or the public from accessing or reading private communication/messages in order to protect IoT platfrom will be discussed. Finally, the development and examination a new solution/method for security and privacy of IoT that it could  guarantee security and privacy protection within IoT system will be implemented and tested with the conclusion on how this research has been compiled with its positive and negative effects. 
Biography
Ehsan A-Dehkordy is a PhD researcher in the Univerity of Wales Trinity Saint David (school of applied computing) researching on IoT security and privacy protection. He is also training to be a Cisco instructor in Routing and Switching in the same university. He has graduated from Middlesex University (London, 2014) with a First Class Degree in BEng Computer Communications and Network and after that he has completed his MSc degree at Swansea University in Advanced Computer Science with Specialisation in Safe and Secure Systems with a Merit degree (Swansea, 2016). He has also 6 month work experience as a Network Analyst Intern in an Email archiving company called FCS Cryoserver (London).
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