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Abstract: When it comes to ad-hoc networks, we refer to a technology which consists in  a wireless telecommunications network of dynamic topology, where a set of mobile communication nodes, such as routers, interact among themselves, passing on information, without relying on any fixed infrastructure. These characteristics introduce security vulnerabilities, as well as difficulty in providing security services to MANETs.
The growth of laptops and wireless networking has made MANETs a popular research topic since the mid-1990s. Up to date, massive research has been done to develop security approaches to MANETs. Many academic papers evaluate protocols and their abilities, assuming varying degrees of mobility within a bounded space, usually with all nodes within a few hops of each other. Different protocols are then evaluated, based on measures such as the packet drop rate, the overhead introduced by the routing protocol, end-to-end packet delays, network throughput etc.
MANETS can be used for facilitating the collection of sensor data for data mining, for a variety of applications, such as air pollution monitoring, emergency services, location aware services, military hostile environment, and different types of architectures can be used for such applications.
Security is one of the most indispensable research areas and plays a central role in determining the success of civilian and commercial mobile ad hoc networks. Unfortunately, security solutions that have been proposed for wired networks are not directly inheritable into the MANET, because of the variant attack patterns and the new types of adversary models. In other words, mobile nodes struggle to enlist trusted intermediaries for communication with various destinations, because trusted intermediaries are a prerequisite for keeping those communications alive and free from active attacks. This has strongly influenced the development of security solutions for the routing layer so that secure end-to-end services between applications can later be realized over a trustworthy secure routing layer.
Although security has long been an active research topic in wired networks, the unique characteristics of MANETs present a new set of nontrivial challenges to security design. These challenges include open network architecture, shared wireless medium, stringent resource constraints, and highly dynamic network topology.
The two most important branches of security in MANET and the ones that make the research topic of our work are routing protocol and certificate authority. Securing ad hoc routing presents challenges because each user brings to the network their own mobile unit, without the centralized policy or control of a traditional network. Secure communication between two nodes in a network depends on reliable key management systems that generate and distribute keys between communicating nodes and a secure routing protocol that establishes a route between them. But, due to lack of central server and infrastructure in Mobile Ad hoc Networks (MANETs), it is a major problem to manage the keys in the network. Dynamical changes in network’s topology cause weak trust relationships among the nodes in the network.
Routing is a very important function in MANETs. It can also be easily misused, leading to several types of attack. Routing protocols in general are prone to attacks from malicious nodes. These protocols are usually not designed with security in mind and often are very vulnerable to node misbehavior. This is particularly true for MANET routing protocols because they are designed for minimizing the level of overhead and for allowing every node to participate in the routing process. Making routing protocols efficient often increases the security risk of the protocol and allows a single node to significantly impact the operation of the protocol because of the lack of protocol redundancy. 
Also we focus on the authentication between the nodes and certificate authorities (CAs) distributed over the network. First, we choose the on-demand routing protocol, like Ad Hoc On-Demand Distance Vector (AODV) protocol, to apply the authentication schemes on MANETs. Second, we choose fully distributed certificate authority to construct our approaches on the certificate authority issue. 
