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Abstract
Physical security systems are very crucial in nuclear industry to prevent theft, sabotage and harmful activities against staff, visitors, and buildings in addition to nuclear and non-nuclear materials.  Although Cyber Security is needed to protect data, Physical Security systems are required to protect computers and data network devices physically from theft or intrusions. Sabotage of nuclear facilities could endanger the public at large.  Theft of nuclear materials has major impact on the essence of nuclear safeguards.

The motivation of this paper is that there is no complete electronic security system design that had been published in the open literature for commercial NPP with its procedures of effectiveness evaluation.  This work is proposing an integrated security system design applied to a selected hypothetical NPP model based on a physical layout of VVER-1200 series. This proposal provides comprehensive coverage by securing land and coastal boundaries of the NPP employing high level of integration and control of all subsystems carried on a unified data network which is highly software administrated.

This design proposal is followed by a “Mathematical Evaluation” for its effectiveness by assuming attack scenarios of external intrusions. Each attack scenario parameters are numerically introduced to the commonly known evaluation software developed by Sandia Labs, USA, which are EASI and ASSESS codes to calculate the security system effectiveness. This work also analyzes and graphs the system security effectiveness equation components in every step to recommend improvements to the proposed security system to reduce and eliminate the vulnerabilities of the physical security of the facility.
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