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Abstract 
The use of sensors in medicine and public health has a rich history. Sensors, which are integrated in a range of medical tools for use in hospitals, clinics, and homes, provide the patient and his healthcare supervisor information about physiological and physical health conditions that are vital to the detection, diagnosis, treatment, and management of diseases. Medical sensors use transducers to detect electrical, thermal, optical, chemical, genetic, and other physiological signals, as well as signal processing algorithms, to predict variables that indicate a person's health state. These sensors are compose medical sensing systems, which use a Wireless Sensor Network (WSN) technology to communicate and transfer data. These systems present a wide range of healthcare applications such as ambulatory monitoring, vital sign monitoring in hospitals, older people's at-home care monitoring, mass-casualty catastrophe monitoring, clinical monitoring, etc. Other type of applications include monitoring the health condition of athletes and patient self-care. However, they are prone to many security attacks and vulnerabilities.  For example, an attacker could fake context, cause a denial of service, and, in general, disrupt the system's operation. This could lead to a patient being denied to treat or, in a worst case, obtaining faulty treatment. WSNs must be able to continue to function effectively and recover from security threats in order to fulfill realistic system requirements. In his context, we propose a solution that ensures two security goals, mainly data availability and data integrity. It aims to thwart two types of malicious nodes. A first one is a selfish node who refuses to cooperate in the routing process and to forward data to the Base Station (BS), causing a Denial of Service (DoS) attack. A second one modifies packets in transit or injects fake ones into the network, causing a pollution attack. The solution use a random linear network coding (NC)-based technique and create data redundancy, with assistance of pre-loaded matrices within sensor nodes. Furthermore, it detects malicious nodes and executes a punishment mechanism. Performed in a hierarchical and cluster-based network, the solution proves to be resistant against the aforementioned attacks, under a certain threshold of malicious nodes.
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