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Abstract (300 word limit)
Statement of the Problem: Healthcare is becoming the target of hacker attacks. According to a recent report of SANS Institute  94% of healthcare organizations are vulnerable to hacking. The object of such actions are both medical devices and hospital infrastructure. The transition from stand-alone medical devices to integrated hardware, networks, and software is redefining the concept of a medical device. Typically, the flow of information in medical devices is unidirectional, from the device to the healthcare provider. However, remote interaction with medical equipment has gradually become possible. This fact and some other circumstances increase the likelihood of cyber attacks being implemented.
The purpose of this study: is to describe theoretical and practical aspects of risk assessment and counteraction to attacks based on adversarial examples and backdoor triggers on machine learning algorithms used in medical diagnostics.
Methodology & Theoretical Orientation: Machine Learning algorithms such as convolutional neural networks, Extra Trees classifier, Decision tree classifier, Gradient Boosting classifier, Principle Component Analysis, XG Boost classifier, Gaussian Naive Bayes Classifier, Light GBM classifier, Bagging classifier, Cat Boost classifier, Ada Boost classifier, Logistic Regression, Support Vector Machines are considered. The performance of these algorithms was compared using as examples of recognition of electrocardiograms and handwritten digits. These algorithms have been attacked by Zero Order Optimization, Carlini and Wagner, Database Reconstruction,  Projected Gradient Descent attacks and Back door triggers. Defense distillation, unlearning, pruning and filtering were used as a defense.
Findings: The efficiency of the image recognition  algorithms varies from 0.78 to 1.0. Performance of hacker attacks varies from 0.34 to 1.0. The efficiency of protection algorithms reaches 100%
Conclusion & Significance: Artificial intelligence technologies are increasingly being used in medical diagnostics. The threat of hacker attacks on medical services is real and needs to be addressed.
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