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Session Title:	6 Areas to Improve ROI for Security Penetration Testing 
Session Presenter:	Richard Hollis, Director Risk Crew (bio attached)
Learning Level:	Managerial
Session Duration:	40 mins
Session Abstract:	Why do we conduct security penetration testing? What’s the objective?  What’s the right approach? Do we have the right supplier? Does the methodology matter? Is it worth it? What should we get for our investment? How can we prove it? More importantly, how can we improve it?  
Very few businesses have answers to these straightforward, practical questions, yet continue to spend vast sums conducting security penetration testing year after year with little tangible return. 
This session begins by presenting a quick, simple formula template for calculating the annual loss expectancy (ALE) and return on investment (ROI) required for establishing a business case for a security penetration testing program. 
The presenter then discusses how to ensure the right testing approach, objective, scope, methodology, qualifications, reporting formats are used for your next test providing over 30 specific actions for improving the ROI for security penetration testing. 
The session delivers simple, pragmatic, cost-effective actions attendees can take back to their businesses for implementation. Upon completion, attendees will receive a “take-away” list of these recommended actions for their reference. The content of this presentation is based on over 20  years of penetration testing case studies and is devoid of commercial content.  
Learning Objectives:	After completing this session, the attendees:
· Will understand basic ALE and ROI definitions and calculation formulas
· Will understand specific actions to enhance security penetration testing 
· Will get specific guidance to include in service level agreements
· Will understand the methodology for increasing the benefits of each test conducted
Take-Aways:	Upon completion of this session, attendees will receive: 
· Checklist of “no-cost” actions to enhance the ROI for their security penetration testing 
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