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Abstract: 
In the entire world ,all of the persons are using services of the internet. Security is one of the Big issue of the internet. Everyday professional hackers breach the security take a chance to vulnerabilities to access the sensitive data and they  use these  vulnerabilities to exploit the victim’s system. It is better to identify  these vulnerabilities in advance before attacker do. This paper focuses on  vulnerability management process and penetration testing. Vulnerability management is the process in which vulnerabilities are identified and the risks of these vulnerabilities are evaluated .This evaluation process   leads to correcting the vulnerabilities and removing the risk or a formal risk acceptance by the management of an organization. Penetration testing is widely used to help ensure the security of the network. Penetration testing as “pen testing” is the practice of testing a computer system, network or Web application to find vulnerabilities that an attacker could exploit. Pen tests can be happen with software applications or they can be performed manually. This paper gives the overview of vulnerability management process, responsibilities ,steps and penetration testing.
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