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Cloud computing is expected to be one of the fastest-growing technologies in the coming years. The banking sectors have also ventured into cloud-based systems, solutions and services. Transferring banking applications to the cloud reduces bulk investments, time for initial set-up and also carbon footprint.  However, if the security aspect of banking applications to the cloud is not managed comprehensively, it can lead to irreversible damage to the brand, loss of customer trust, and enormous liabilities. Our research objective is to offer cloud-based multi-factor authentication architecture to the financial institutions which would provide high levels of data protection. In our proposed system we offer three-step of identity verification process for validating the legitimacy of the remote users to access the banking applications. Additionally, remote users can only access the bank applictions irrespective of other sites which can protect the uses from the different malware and credential-based attacks. 
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