Performance Analysis of the Latest Encryption Algorithms in
VANET-SDN for Healthcare in Smart CitiesSmart Cities

Dr.Moawiah El-Dalahmeh, Al-zaytoonah University of Jordan. Jordan

Abstract (300 word limit)

The The integration of Vehicular Ad Hoc Networks (VANET) with
Software-Defined Networking (SDN) is revolutionizing healthcare in
smart cities by enabling real-time communication between ambulances,
hospitals, and healthcare infrastructure. This integration enhances

emergency response efficiency, remote diagnostics, and medical data
transmission. However, the dynamic and open nature of VANET-SDN
poses significant cybersecurity risks, particularly

regarding sensitive patient data. Traditional encryption methods
struggle to provide both security and performance, especially against

emerging threats such as quantum attacks, Man-in-the-
Middle (MITM) attacks, and DDoS attacks.

This study evaluates the performance of next-generation encryption
algorithms for securing VANET-SDN healthcare environments, focusing
on:

1. Post-Quantum Cryptography (PQC): Secure encryption schemes

resistant  to attacks, including CRYSTALS-Kyber and

SPHINCS+.

quantum

2. Neural Cryptography: Al-driven encryption leveraging deep neural
networks for adaptive key generation, reducing energy consumption.

3. Deep Learning-Based Encryption: A novel approach enhancing
security and computationaln efficiency for real-time medical data

transmission.

Using NS-3 and Qiskit, we simulated a smart city environment with 200
smart medical vehicles, 30 hospitals, and 1,000 infrastructure units.
Results showed that deep learning-based encryption

reduced energy consumption by 55% compared to AES-256, while
Quantum Digital Signatures (QDS) provided an 8192-bit security level
with minimal latency impact. Additionally, our Quantum-Optimized
Routing (QOR) algorithm improved ambulance response time by 62%.

These findings highlight the potential of Al and quantum-secure

encryption for ensuring fast, secure, and efficient healthcare
communications in smart citiesintegration of Vehicular Ad Hoc Networks
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communications in smart cities.
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